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Ministry of Education

1.0 Summary

The Ministry of Education (Ministry) funds 72 
district school boards to provide elementary and 
secondary education to about 2 million Ontario 
students (as of the 2017/18 school year). School 
boards and individual schools determine how much 
funding they allocate to operate their school and 
classroom technology according to their own needs. 
They take into account many different factors when 
considering how to spend their budgets to support 
their operations and capital projects such as the 
boards’ academic and administrative objectives and 
their IT system priorities. 

School boards reported their total IT spending 
for the 2017/18 fiscal year as $227.8 million, of 
which they spent $160.6 million on IT systems 
and computers, including software and licences, 
and $67.2 million on the boards’ IT operations and 
administration. The Toronto District School Board, 
one of the four boards we visited in the course of 
our audit, spent an average $33.9 million annually 
on IT over the last five school years. 

Each school board in Ontario decides on its 
own level of spending on IT services. Spending 
across the boards ranged from 0.17% to 2.70% of 
total operational expenses, on average, for the last 
five school years. Appendix 1 outlines average IT 
spending at each school board for the school years 

2013/14 to 2017/18, and shows IT spending per 
student for 2017/18. 

School boards and schools use IT in the class-
room for training in math skills, programming, 
coding, design and other subject areas, as well 
as students’ quick access to the Web for research. 
Teachers use IT to aid in designing and delivering 
lessons and administrative tasks such as tracking 
attendance and marks.

Our audit looked at how effectively school 
boards procure, manage and protect IT assets, 
whether personal information is safeguarded, 
whether IT support is sufficient, whether data is 
reported to the Ministry according to legislated 
requirements, and what, if any, impact the use 
of IT technology may have in the classroom. We 
visited four of the 72 school boards and staff at four 
schools in the province and conducted a survey 
with all the school boards (discussed in Section 3).

Overall, we found that the Ministry had no 
broad IT strategy for curriculum delivery, use of IT 
by students and administration of IT. Also, with the 
school boards making locally based decisions on 
spending, acquisition and procurement of equip-
ment and systems, students’ access to IT such as 
computers and software varies across the province. 
We also found that at different boards and schools 
the age of the computers and laptops in classrooms 
ranged from new to outdated. 

Some school boards we visited informed us 
that they have not systematically assessed to what 
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extent their students are using IT in the classroom. 
As a result, we found that these boards have not 
done a full analysis of how to best use IT resources 
in curriculum delivery. 

We noted as well that the effectiveness of meas-
ures to counter cybersecurity threats that may put 
student data at risk varies across the province, with 
different boards providing their staff with different 
levels of IT privacy and security training. 

Our audit also found inefficiencies in the sys-
tems that the Ministry and school boards use for 
reporting student data, and that Ministry-provided 
training in student data reporting was insufficient 
to help resolve data validation errors. 

The following are some of the specific concerns 
we noted in our audit:

• Students’ access to information technol-
ogy and consequently students’ learning 
experiences varied across schools. The 
availability of tablets, laptops, computers and 
applications varied among the schools. Some 
school boards did not perform an assessment 
to evaluate whether the classrooms had 
adequate IT resources to help with learning, 
whether their IT equipment was up to date, 
and whether the allocation of IT resources 
among schools was consistent. For example, 
at some schools, eight students shared one 
computer, whereas in others each student 
was assigned an individual computer. Some 
school boards were applying no benchmark, 
policy or best practice to allocate classroom 
technology to students. 

• The age of IT equipment used in class-
rooms differed among schools. We 
found that some schools had new, modern 
equipment in classrooms, while others had 
outdated equipment. The age of the equip-
ment can affect students’ learning experience 
because outdated technology is slow and 
incompatible with the requirements of the 
latest software. Older technology can also be 
vulnerable to hacking and other cybersecur-

ity threats if it is no longer supported by its 
vendor with regular security updates.

• School boards are not taking all reason-
able steps to prevent inappropriate access 
to student information. The system that 
administers the Ontario Education Number, 
which is issued to every student in the prov-
ince, contains students’ personal information 
and educational records. We found that 
971, or 19%, of user accounts in this system 
had never been used. That indicates that 
many authorized users have no current need 
to access the system. We also found that 
accounts of inactive users of the Ministry’s IT 
system are not always being cancelled after 
they leave their positions at the boards. These 
accounts are accessible on the Internet, which 
means that there is a risk that confidential 
student information may be exposed to the 
public. In addition, data privacy training to 
staff is lacking at many schools, also putting 
student data at risk. 

• Not all boards provide formal security 
awareness training or have cybersecur-
ity policies. Educating employees through 
ongoing awareness training is one of the 
ways to protect sensitive data, including 
confidential student data. However, 51 of the 
69 boards that responded to our survey (74% 
of respondents) indicated that they do not 
provide formal IT security or privacy training 
to staff with access to technology at school 
boards and at schools.

• School boards are not managing cyber-
bullying effectively. Although the school 
boards have established policies and guide-
lines on bullying prevention and intervention 
in accordance with Ministry requirements, 
they do not measure the effectiveness and 
performance of anti-cyberbullying programs. 
Of the school boards that responded to our 
survey, 25 (36%) indicated that they did 
not log cyberbullying incidents and were 
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therefore lacking the information to study 
and address the root causes of such incidents. 

• School boards were inconsistent in their 
ability to keep track of IT assets such as 
laptops. Two of the school boards we visited 
as part of our audit do not have enough over-
sight over their classroom IT assets, such as 
laptops and tablets, to be able to keep track 
of them, and in some cases board staff were 
unable to verify whether they had gone mis-
sing from the schools.

• The majority of school boards do not 
have a formal IT business continuity and 
disaster recovery plan. We found that many 
school boards do not have formal IT busi-
ness continuity and disaster recovery plans 
if a natural or man-made event potentially 
damaged the operation of their IT systems. 
For example, one board we visited does not 
have a physical location to serve as a disaster 
recovery site for its IT systems. Sixty-five of 
the 69 school boards that responded to our 
survey (94%) indicated that they were not 
aware of their key IT risks and did not have 
formal disaster recovery plans or plans on 
how to continue business in the event of a 
major loss of data and IT assets.

• The Ministry and school boards are not 
always obtaining value for money on 
their IT purchases. The Ministry has spent 
more than $18.6 million on virtual learning 
environment (VLE) software in the past five 
years, which it provides for free to the school 
boards; however, more than one-quarter 
of the school boards we surveyed reported 
rarely using VLE, and most boards purchase 
their own software. Also, one board that we 
visited had purchased 2,710 smartboards at a 
cost of about $9.7 million but did not provide 
training to teachers on how to use them, so 
some were being used as simple projection 
screens. It also purchased them without a 
formal business case for their use. 

• There is no single common centralized 
student information system at the provin-
cial level, which could potentially provide 
cost savings. Each school board procures its 
own student information system based on 
local needs and preferences. It is possible that 
savings could be found through economies 
of scale if all school boards used one student 
information system that was managed by the 
Ministry. However, the Ministry and school 
boards have not investigated the overlaps 
and inefficiencies and explored the poten-
tial cost efficiency of a centralized student 
information system.

• The Ministry’s system that boards and 
schools use to submit student data to the 
Ministry is inefficient. Error messages pro-
vided by the Ministry’s system are not clear 
and often do not provide enough information 
to identify and resolve problems. This causes 
delays for school board staff while they con-
tact Ministry staff to resolve the problems. 
A study conducted in 2017 by a committee 
of the Ontario Association of School Busi-
ness Officials estimated that boards spent an 
average of 116 days in finalizing one of the 
three yearly data submissions. The Ministry 
has no target number of days for finalizing 
the submissions.

This report contains 14 recommendations, with 
26 action items, to address our audit findings.

Overall Conclusion
Overall, we found that the Ministry had no broad 
IT strategy for curriculum delivery, use of IT by 
students and administration of IT. We found that 
students’ access to classroom technology varied 
across the province, with student-to-computer 
ratios in one board ranging from 1:1 to 8:1, and 
that the age of equipment and software also varied 
in classrooms across the province. Our survey of 
the 72 school boards revealed that 55% of the 69 
boards that responded did not have an approved 
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policy for effective and efficient IT asset life-cycle 
management, which includes inventory of IT assets 
and assessment of their working state. 

We found that the Ministry and school boards 
were not always obtaining value for their IT pur-
chases and that hardware and software were not 
always being used as intended or to their full poten-
tial. For example, even though the Ministry has 
spent more than $18.6 million on virtual learning 
environment (VLE) software in the past five years, 
which it provides for free to the school boards, we 
noted that boards are purchasing their own class-
room software. The boards informed us that VLE is 
difficult to use, is missing useful functions, and does 
not completely meet classroom teacher needs.

In addition, we concluded that school boards 
do not take sufficient measures for preventing 
cybersecurity threats and providing data privacy 
training to teachers and staff. The boards also have 
room for improvement in addressing cyberbullying 
in the schools. 

We also found that the Ministry’s system that 
school boards use to report student data to the 
Ministry was inefficient and lacking performance 
targets. Training and support on the system was 
insufficient to help resolve errors with data valida-
tion in a timely manner.

OVERALL MINISTRY RESPONSE 

The Ministry of Education thanks the Auditor 
General and her team for this report. The 
Ministry is committed to getting education 
in Ontario on the right track. To accomplish 
this goal, efforts include restoring public 
confidence and financial accountability to our 
publicly funded education system. As such, the 
Ministry welcomes the opportunity to address 
the potential for improvements and efficiencies 
highlighted in the Auditor General’s recommen-
dations. These recommendations complement 
the robust feedback we have received from par-
ents, students, educators and other community 
members as part of Ontario’s consultation on 
education. The use of technology in schools is 

an important component of these consultations 
and the Ministry looks forward to gathering 
further public input to address how our educa-
tion system can best harness technology to drive 
student success. 

The Ministry will continue to work with its 
education partners to deliver on its promise to 
ensure Ontario’s education system prepares 
our students for the realities of today and the 
changing global economy. The Auditor Gen-
eral’s recommendations will help inform the 
Ministry’s efforts as we work to build a stronger 
publicly funded education system for students, 
parents and educators. 

2.0 Background

IT systems at school boards support and enable 
critical business processes such as enrolment and 
registration of students in courses; allocating class-
rooms; recording test scores and marks; producing 
transcripts; and tracking student attendance. 
These systems also enable better administration 
of schools by facilitating bookkeeping and helping 
to determine the allocation of school staff. School 
boards are responsible for the operation and main-
tenance of their IT systems, as well as protecting 
the security and privacy of information housed in 
these systems. 

The Minister of Education (Minister) is respon-
sible for the administration of the Education Act 
(Act) and the regulations that supplement it. This 
includes responsibility for early years programs, 
child care and publicly funded education from 
kindergarten to Grade 12. The Minister also has 
authority over school boards through several mech-
anisms highlighted in the Act. These include the 
authority to make regulations regarding the duties 
of school boards and to request any report deemed 
necessary from school boards. 

School boards are responsible for student 
achievement and well-being, for ensuring effective 
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stewardship of the board’s resources, and for 
delivering effective and appropriate education 
programs for their students. Other relevant 
responsibilities include:

• monitoring the policies of the schools and 
the achievement of students and, through the 
directors of education at the boards, holding 
the entire system accountable for meeting 
provincial and board standards; and

• developing a multi-year strategic plan that 
highlights how each board will meet its 
responsibilities. Each board is required to 
report this plan to the Ministry of Educa-
tion (Ministry) and make it accessible to 
the public.

School boards have various IT and business 
operations support teams to support and facili-
tate the delivery of data reporting and IT needs 
at schools. IT teams typically include analysts, 
technical support staff, system administrators, 
reporting staff and a dedicated liaison to report to 
the Ministry. These teams are responsible for the 
operation of the boards’ IT systems as well as the 
physical IT resources and networks that they reside 
on. They play a key role in ensuring that the infor-
mation on the boards’ systems is secure and meets 
the requirements surrounding privacy and protec-
tion of information, as stated in the Municipal Free-
dom of Information and Protection of Privacy Act and 
other documents. The teams also support the pro-
curement of IT systems and help ensure that these 
systems are properly maintained and updated.

The Community Services I&IT Cluster is one 
of nine information and information technology 
(I&IT) clusters in the Ontario Public Service. 
(Clusters are groupings of government programs 
and services that have similar clients and need 
similar I&IT services.) This cluster has four partner 
ministries and a reporting relationship to corporate 
IT in the Ministry of Government and Consumer 
Services, with the Ministry of Education being the 
relevant one for this audit. The cluster administers 
and supports IT systems for the Ministry over the 
systems’ entire life cycle. The Ministry collects data 

through cluster-supported systems for reporting 
and analysis. 

The cluster supports its partnered ministries by:

• providing strategic advice and consultation 
regarding the use of I&IT; 

• providing services and sustaining I&IT busi-
ness solutions as well as enabling strategic 
use of data for its ministries’ core business 
and evidence-based decision-making; 

• ensuring that ministries’ I&IT assets are sus-
tainable and current; and 

• supporting corporate strategic directions, 
policies, standards and guidelines on the 
value and use of information management 
and technology, in consultation with the 
Treasury Board Secretariat. 

2.1 Information Technology 
in Classrooms

Technological resources used in classrooms as tools 
to help learning are known as “classroom technol-
ogy.” These educational tools are of different types: 
desktop computers and laptops; Chromebooks, 
iPads, WinBooks and other kinds of tablets; inter-
active whiteboards; digital cameras; 3D printers; 
the classroom’s Internet connection; and learning 
software of various kinds—for training in math 
skills, programming, coding, design and other 
subject areas. Studying in Internet-connected 
classrooms lets students quickly gather informa-
tion from the Web. Teachers can use IT tools to 
shorten the time they need for lesson planning and 
assessing students. 

2.2 Procurement of Information 
Technology by School Boards 
and Schools

The Ministry licenses its virtual learning environ-
ment (VLE—see Section 2.3.3) and other learning 
software resources and provides these resources to 
all publicly funded Ontario school boards, Indigen-
ous communities and facilities of education, taking 
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into account the advice of the Ontario Software 
Acquisition Program Advisory Committee (Com-
mittee). The Committee is composed of English 
and French educators and representatives from 
across the province who advise the Ministry on its 
software purchases.

The Ministry conducts its procurements in 
compliance with the Ontario Public Service Pro-
curement Directive issued by the Management 
Board of Cabinet, Ontario’s obligations with trade 
agreements and in accordance with Canadian law. 
It takes the Committee’s advice in assessing assets 
and negotiating and signing its agreements with 
the successful vendors.

In addition to the digital resources that the Min-
istry licenses and provides to them, school boards 
and schools are entitled to procure IT equipment 
and software directly from eligible vendors at their 
own discretion. They base their decisions on local 
needs, and they too conduct their procurement 
processes in accordance with the Broader Public 
Service Procurement Directive.

School boards collaborate with other boards 
and, where applicable, other public-sector agencies, 
to develop co-operatives and shared services to 
lower the cost of their IT procurements. One such 
co-operative is the Ontario Educational Collabora-
tive Marketplace (Collaborative Marketplace). 
The Collaborative Marketplace is a not-for-profit 
sourcing partner for Ontario’s education sector, 
broader public sector, and other not-for-profit 
organizations. It negotiates and contracts with 
suppliers so that its members may have the option 
of a broad choice of products and save on costs. 
The Collaborative Marketplace also operates in 
compliance with Broader Public Service Procure-
ment Directive. School boards and schools have the 
option to procure digital resources through Collab-
orative Marketplace–approved vendors when they 
see it will bring them cost savings and an efficient 
procurement process. 

2.2.1 Spending on Information Technology 
at Selected Boards

At the four school boards we visited, IT spend-
ing varied from 0.87% ($2.3 million) to 1.09% 
($33.9 million) of total operational expenses, on 
average, for the school year 2013/14 to 2017/18. 
In the Toronto District School Board (Toronto 
Board), the IT budget was an average of 1.09% 
of the overall budget for the last five years. This 
board’s IT spending represented labour-related 
costs (salaries and benefits, 58%), and costs for 
major IT systems (supplies and services, 16%), 
maintenance/software licences (15%), network 
infrastructure upgrades and hardware purchases 
(11%). The approach the Toronto Board took to its 
IT budget was to maintain the current status quo 
in IT operations with regard to key systems and 
service delivery. 

At the Waterloo Catholic District School Board 
(Waterloo Catholic Board), IT spending was 
consistent at 0.8% of the overall expenditures 
for the 2014/15 and 2015/16 school years. How-
ever, in the 2016/17 school year, this board’s IT 
spending increased to 1.2% of overall expendi-
tures as it invested in maintenance for major 
systems, replacing classroom technology and 
upgrading infrastructure. 

At the Algoma District School Board (Algoma 
Board), IT spending was relatively constant at 0.9% 
of the overall expenditures for the 2015/16 and 
2016/17 school years. The rate increased slightly to 
1.0% for 2017/18 to replace classroom technology. 

IT spending also remained comparatively con-
stant, at 1.0%, at Peel District School Board (Peel 
Board) for the 2015/16 to 2017/18 school years. 
Most of the IT spending (70%) went for salaries 
and benefits, and the rest was allocated for IT 
equipment, software and support services. Figure 1 
shows IT spending over the past five years at the 
school boards we visited. 
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2.3 IT Systems at School Boards 
and the Ministry of Education
2.3.1 The Ontario School Information 
System at the Ministry of Education

The Ontario School Information System (OnSIS) 
is a secure web-based application that collects data 
on school boards, schools, students and teach-
ers, as well as courses and individual classes. The 
purpose of the system is to gather accurate and 
reliable data for analysis, policy development and 
evidence-based decision-making across policy areas 
and program areas, and ultimately improve student 
achievement. In Figure 2 we have diagrammed 
OnSIS and the other IT systems described in Sec-
tions 2.3.2 and 2.3.3. 

The Ministry of Education manages OnSIS and 
the Community Services I&IT Cluster (explained 

in Section 2.0) provides I&IT services to support 
the OnSIS application. Currently, over 10,000 users 
in schools and boards in Ontario, such as teachers, 
principals and administrators, use OnSIS to submit 
education data needed for their operations. 

OnSIS collects hundreds of millions of records 
three times every year. This data is then validated, 
anonymized and transferred to the Ministry’s IT 
system for access by Ministry staff. To track each 
student’s progress through the school system, 
OnSIS requires each student in Ontario to have a 
unique identification number that stays with that 
individual student. 

The Ontario Education Number serves this 
purpose, as a unique numeric identifier assigned 
to each student throughout his or her elementary 
and secondary education in the province. It is an 
essential tool for OnSIS in collecting, tracking and 

Toronto Algoma Peel Waterloo Catholic
2013/14
Total expenses ($ million) 3,023.10 149.89 1,629.09 251.42

IT spending ($ million) 32.36 1.12 9.71 1.47

IT spending as % of total expenses 1.07 0.75 0.60 0.59

2014/15
Total expenses ($ million) 3,075.03 152.92 1,674.05 254.90

IT spending ($ million) 40.74 1.51 19.11 2.02

IT spending as % of total expenses 1.32 0.98 1.14 0.79

2015/16
Total expenses ($ million) 3,110.64 151.76 1,740.00 261.28

IT spending ($ million) 32.85 1.35 17.55 2.10

IT spending as % of total expenses 1.06 0.89 1.01 0.80

2016/17
Total expenses ($ million) 3,159.41 154.92 1,773.01 266.13

IT spending ($ million) 34.16 1.40 18.41 3.11

IT spending as % of total expenses 1.08 0.90 1.04 1.17

2017/18
Total expenses ($ million) 3,283.84 157.21 1,878.43 283.83

IT spending ($ million) 29.63 1.58 19.01 2.82

IT spending as % of total expenses 0.90 1.01 1.01 0.99

Figure 1: IT Spending at the Four District School Boards We Visited, 2013/14–2017/18 
Prepared by the Office of the Auditor General of Ontario
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Figure 2: IT Systems at the Ministry of Education (Ministry), School Boards and Schools 
Prepared by the Office of the Auditor General of Ontario

Ontario School Information System (OnSIS)

Student Information System

Classroom Educational Aids

Ministry

School Boards

Schools

• Web-based application supported by Ministry
• Collects school board, school, student, teacher and classroom data
• Uses such data for public reporting, analysis, policy development, and data sharing with 

researchers and Statistics Canada
• Provides grants to school boards based on collected data

• Each school board utilizes this system to manage student data and submit data to Ministry
• Registers students in courses, builds student schedules and tracks attendance
• Manages grading, transcripts, student tests and assessment scores
• School board and school staff and teachers are users of this system

71 school boards use one of the following
three third-party vendor products:
• Trillium
• PowerSchool
• Maplewood
• Trevlac

Student Equipment delivering 
course content:
• Desktop computers and laptops
• Tablets such as Chromebooks, iPads, 

WinBooks, etc.
• Interactive whiteboards
• 3D printers

Learning software applications:
• Ministry-provided learning 

management system
• Google Classroom
• Microsoft educational products
• Edsby

One school board initially acquired a 
vendor system but currently maintains 
its own system in-house

• Classroom educational tools combine learning management and social networking features 
for student collaboration

• Allow teachers to create course content and grade assignments, and monitor 
students’ progress

• Students use them to access curriculum information such as e-textbooks, course 
announcements and post/submit discussion and projects
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processing reliable data on the movement and 
progress of individual students through the Ontario 
school system. 

School boards can create and assign new 
Ontario Education Numbers to students and valid-
ate existing numbers. When a student transfers 
from a school in one board to a school in another 
board, board staff look up the student’s existing 
Ontario Education Number in the application and 
use the information to transfer the student to the 
new board. This process is meant to prevent the 
creation of duplicate Ontario Education Numbers. 

2.3.2 Student Information Systems at 
School Boards

School boards are responsible for the operation 
and maintenance of their IT systems, as well as 
protecting the security and privacy of information 
housed on these systems. A student information 
system is an information management system for 
schools to manage student data that they submit to 
their boards. The schools use student information 
systems to register students in courses; manage 
grading, transcripts, results of student tests and 
other assessment scores; build student schedules; 
track student attendance; and manage many other 
student-related data needs. The schools, boards 
and Ministry are the users of this data.

Each school board procures its own student 
information system. Three of the four boards we 
visited use software provided by third-party vend-
ors. The fourth board initially acquired a student 
information system from a vendor but now main-
tains its own system in-house.

2.3.3 IT Systems in Schools

Various cloud-based software applications such 
as the Ministry-provided learning management 
system (known as the virtual learning environment, 
or VLE), Google Classroom, Microsoft educational 
products and Edsby are used to support education 
in classrooms. These tools combine learning man-

agement and social networking features. Teachers 
use these classroom technologies to create, dis-
tribute and grade assignments and monitor each 
student’s progress. Students use them to access 
curriculum information, including e-textbooks. 

The Ministry’s licensed VLE system, which it 
provides free of cost to the school boards, features a 
variety of online tools that help with, for example, 
communication, assessment, student tracking, and 
course management.

2.4 Cybersecurity 
Cyberattacks include both intentional and 
unintentional unauthorized access, use, manipu-
lation, interruption or destruction of electronic 
information and/or the electronic and physical 
infrastructure used to process, communicate and/
or store that information. The biggest potential con-
sequences of cyberattacks are disruption of oper-
ations and compromise of sensitive data. In extreme 
circumstances, cyberattacks can lead to damage to 
physical property and harm to human life.

Schools, school boards and the Ministry host 
on their information systems a large amount of 
personal information about students, making the 
systems an attractive target for a data breach. 
Stolen personal data can be used for identity theft 
or for extortion of money by threat of the data’s 
disclosure, or it can be sold to individuals who pose 
a threat to students’ safety.

The primary application supporting operations 
at a school board is a student information system 
(Section 2.3.2). These applications host personally 
identifiable information on students, teachers and 
staff that is required to be protected under Ontario’s 
Municipal Freedom of Information and Protection of 
Privacy Act and Canada’s Privacy Act. The boards 
submit this information to the Ministry, which 
stores it in its own application systems. Theft and 
misuse of such information can lead to costly class-
action lawsuits against the school boards because of 
the risks it poses to the safety of students and teach-
ers, as well as the possibility of identity theft. 
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3.0 Audit Objective and Scope

Our audit objective was to assess whether the 
Ministry of Education (Ministry) and school boards 
have effective systems and processes in place to 
ensure that:

• critical information technology (IT) assets 
and infrastructure are economically and 
effectively procured, managed and protected;

• legally protected personal information is safe-
guarded against emerging cyber threats and 
privacy breaches;

• IT support and services are provided on a 
timely and efficient basis; and

• relevant student information is efficiently 
and accurately reported in compliance with 
legislative requirements on a timely basis. 

In planning for our work, we identified the audit 
criteria (see Appendix 2) we would use to address 
our audit objective. These criteria were established 
based on a review of applicable legislation, policies 
and procedures, internal and external studies, and 
best practices. Senior management reviewed and 
agreed with the suitability of our objectives and 
associated criteria.

We conducted our audit between December 
2017 and September 2018. We obtained written 
representation from Ministry management that, 
effective November 8, 2018, they had provided us 
with all the information they were aware of that 
could significantly affect the findings or the conclu-
sion of this report.

Our audit work was conducted at four of the 
72 school boards—Toronto District School Board 
(Toronto Board), Waterloo Catholic School Board 
(Waterloo Catholic Board), Algoma District School 
Board (Algoma Board) and Peel District School 
Board (Peel Board) where we interviewed senior 
and front-line staff, and reviewed key documents. 

In addition, we met with staff at Earl Haig 
Secondary School in Toronto; St. John Catholic 
Elementary School in Kitchener (Waterloo Catholic 
Board); Superior Heights Collegiate & Vocational 

School in Sault Ste. Marie (Algoma Board); and 
Mississauga Secondary School (Peel Board), to 
understand the use and impact of information tech-
nology in classrooms. 

We reviewed the four school boards’ IT systems 
and cybersecurity. We also reviewed key IT report-
ing and monitoring systems at these school boards 
and at the Ministry that interface with IT systems 
at school boards. As part of our audit, we also 
reviewed protection and life-cycle management 
of critical IT assets and supporting infrastructure, 
including whether a long-term strategy was being 
addressed for IT asset infrastructure. We also 
reviewed whether the Ministry had a broad IT strat-
egy for curriculum delivery, use of IT by students 
and administration of IT. We did not look at school 
board curriculums or the possible links between 
classroom IT use and curriculum delivery or stu-
dent learning experiences. 

In addition, we conducted a survey of all 72 
school boards. Sixty-nine boards responded to 
the survey—a 96% response rate. (References in 
this report to the survey results represent total 
respondents to the survey, or 69 school boards.) We 
designed the survey to capture comprehensive per-
spectives pertaining to IT systems and operations 
at school boards in specific areas such as classroom 
technology, asset procurement, IT budgets, student 
information reporting and cybersecurity. Appen-
dix 3 shows the results we gathered from this 
survey on a number of our key audit criteria. 

We conducted our work and reported on the 
results of our examination in accordance with 
the applicable Canadian Standards on Assurance 
Engagements—Direct Engagements issued by the 
Auditing and Assurance Standards Board of the 
Chartered Professional Accountants of Canada. This 
included obtaining a reasonable level of assurance.

The Office of the Auditor General of Ontario 
applies the Canadian Standards of Quality 
Control and, as a result, maintains a compre-
hensive quality control system that includes 
documented policies and procedures with respect 
to compliance with rules of professional conduct, 
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professional standards and applicable legal and 
regulatory requirements. 

We have complied with the independence 
and other ethical requirements of the Code of 
Professional Conduct of the Canadian Professional 
Accountants of Ontario, which are founded on 
fundamental principles of integrity, objectivity, pro-
fessional competence and due care, confidentiality 
and professional behaviour.

4.0 Detailed Audit 
Observations

4.1 Ontario Does Not Have an IT 
Strategic Plan for Its Schools 

School boards and schools provide several different 
kinds of classroom technologies to teachers and 
students to encourage active learning and increase 
student engagement. Internet-connected laptops 
and tablets, digital projectors, smartboards and 
other equipment provide instant access to resources 
such as educational applications and e-textbooks, 
and to the latest information from across the globe.

Even though the four school boards we vis-
ited have consistently spent about 0.9–1.1% of 
their total operational expenses on IT (see Sec-
tion 2.2.1), we found that the boards have not 
developed strategic plans specifying minimum 
expectations for the use of IT in the classroom. Peel 
District School Board (Peel Board), for example, 
had neither evaluated its students’ needs for 
classroom IT nor implemented an approved policy 
in areas such as student-to-computer ratios, types 
of classroom technology to use, optimal age of the 
technology and its refresh cycle (replacement plan). 

We found that the Ministry of Education (Min-
istry) has also not developed a strategic plan for IT 
use in classrooms across the province or provided 
direction to the school boards in using IT resources 
for curriculum delivery. The Ministry and the 
school boards are also lacking current data to guide 
their spending decisions on IT in the classroom. The 

school boards we visited informed us that they have 
not systematically assessed to what extent their 
students are using IT in the classroom.

In the survey we conducted of Ontario’s 72 
school boards, we asked about their students’ 
access to classroom IT. Of the 69 boards that 
replied, 29 boards (42% of respondents) answered 
that they had not assessed or were still assessing 
classroom technology to fully identify technology 
needs across their schools, and support their stu-
dents’ learning. 

The survey also indicated that 25 school boards 
(36% of respondents) did not have an approved 
classroom technology strategy or policy for their 
schools. Forty-four boards indicated that they had 
approved strategies or policies. In the absence of 
formal policies and strategy documents, school 
boards and schools did not have a benchmark min-
imum number of pieces of equipment required for 
learning and teaching in schools, and were unable 
to assess the effectiveness of the use of technology 
in their classrooms.

RECOMMENDATION 1

In order to better understand how information 
technology (IT) resources may be used for cur-
riculum delivery and to guide their allocation 
of resources, we recommend that the Ministry 
of Education together with the school boards 
develop a strategic plan specifying minimum 
expectations for the use of IT in the classroom. 

RESPONSE FROM MINISTRY AND 
SCHOOL BOARDS 

The Ministry of Education (Ministry) acknow-
ledges the importance of supporting the school 
boards with broader IT strategy to help meet 
minimum expectations in the school board. 
The Ministry will continue to work with 
school boards to develop a strategic plan and 
determine the role of technology to learning 
and teaching. The Ministry has partnered with 
school boards on a broadband modernization 
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strategy to achieve adequate connectivity to the 
Internet and improved cybersecurity. School 
boards will work with the Ministry.

4.1.1 Ontario Students Do Not Have Equal 
Access to Technology Such as Tablets 
and Laptops

We found in our visits to the four school boards that 
the amount of IT equipment in classrooms varied 
both among school boards and among schools in 
the same board. The Toronto District School Board 
(Toronto Board), for example, did not have a policy 
on the ratio of students to computers. At some 
schools in this board, eight students shared one 
computer, whereas in other schools each student 
was assigned an individual computer. 

Different student-to-computer ratios also 
coexisted among the nearly 260 schools in the 
Peel Board as well. We did not note any system to 
encourage and enable private-sector donations to 
schools of lightly used IT equipment as a way for 
boards to save on costs and to make student access 
to IT resources more equitable across the province. 

4.1.2 Age of Classroom Equipment Varies 
across Ontario Schools 

In the course of our audit, we also found that the 
average age and the age range of classroom equip-
ment varied widely across schools. At the Toronto 
Board, the age of the IT equipment among schools 
ranged from less than one year to 15 years old. Stu-
dents at the Algoma District School Board (Algoma 
Board) and Waterloo Catholic School Board (Water-
loo Catholic Board) were provided with classroom 
devices that ranged in age from one to five years. 
The Peel Board was not able to identify the overall 
age range of the classroom equipment in its schools. 

Our survey indicated that 44 of the school 
boards that responded (64% of respondents) pro-
vided students with equipment whose age varied 
from one to 15 years, while the remaining 25 school 
boards (36% of respondents) reported that the 

overall age of their classroom equipment ranged 
from one to five years old.

We took note of industry best practices, which 
specify an age range of between one and five years 
for technology; however, industry best practices 
may differ from the requirements of the educa-
tional sector. Nevertheless, old classroom technol-
ogy runs more slowly and takes longer to execute 
tasks than current technology, and it may not be 
compatible with newer software and applications 
required for teaching and learning in the classroom. 
The technological environment in the classroom is 
intended to facilitate increased student engagement 
and productivity. When classroom equipment in 
some schools does not perform as expected because 
of its age, students might not have the same learn-
ing experience across the schools. 

4.1.3 Aging Classroom Equipment Not 
Supported by Vendors 

Our audit found that about 56% of classroom 
equipment used in schools at the Toronto Board 
was no longer under vendor support due to its age. 
At the Algoma and Peel Boards, our audit noted 
that 25% of classroom equipment in their schools 
was no longer covered by vendor support. 

Unsupported and outdated equipment is 
more likely to fail than newer equipment that is 
still supported by its vendors with maintenance, 
updates and repairs. Equipment failure may result 
in downtime, a costly and time-consuming data 
recovery process, or complete data loss. In addition, 
unsupported equipment is more vulnerable than 
newer equipment to cyber breaches that can disrupt 
operations and compromise sensitive data (see 
Section 2.4). As a result, unsupported computers 
require more effort by technology staff to maintain 
and troubleshoot them. 

According to our survey, 42 school boards of 
the 69 that responded (61%) reported that more 
than half of their classroom equipment was not sup-
ported by its vendors, whereas only seven school 
boards (10%) indicated that 80% or more of the 
equipment in their schools was supported. 
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An appropriate technology refresh cycle, or 
replacement plan, ensures that classroom devices 
are updated on a timely basis for best performance 
as well as to maintain effective vendor support. We 
found in our survey that 13 school boards (19% 
of respondents), including both the Toronto and 
Peel Boards, did not have classroom technology 
replacement plans for their schools, whereas 36 
school boards (52%), including the Waterloo 
Catholic Board and Algoma Board, replaced their 
classroom tablets and laptops/desktops every three 
to five years.

RECOMMENDATION 2

In order to achieve more equitable access 
to classroom information technology (IT) 
resources for Ontario students across schools 
and school boards, we recommend that the 
school boards: 

• perform an assessment to evaluate stu-
dents’ needs with regard to classroom 
technology; and 

• develop and implement a classroom IT policy 
outlining a computer-to-student allocation 
ratio, the types of technologies to use in the 
classroom, the optimal age of the technology 
systems and devices, and the refresh cycle of 
classroom technology. 

SCHOOL BOARDS RESPONSE

An assessment was performed at two of the 
four school boards visited. The remaining 
school boards will perform an assessment 
to support and evaluate student classroom 
technology needs. 

Two of the four school boards currently have 
the expected policy, with the other two expected 
to review and implement an IT policy that will 
incorporate the computer-to-student allocation 
ratio, the types of technologies to use in the 
classroom, the optimal age of the technology 
systems and devices, and the refresh cycle of 
classroom technology.

RECOMMENDATION 3

In order to reduce the differences in student-to-
computer ratios among schools and potentially 
bring down the cost of acquiring information 
technology (IT) equipment, we recommend that 
the school boards assess the benefits of private-
sector donations to schools of lightly used 
IT equipment.

SCHOOL BOARDS RESPONSE

School boards will collaborate and conduct a 
formal assessment for the benefits of private-
sector donations to schools.

4.2 Personal Information of 
Students at Risk of Disclosure 
4.2.1 Inactive Users with Access to 
Ministry’s IT System Not Being Deleted

The Ontario Education Number is a unique identi-
fication number assigned to students throughout 
their elementary and secondary education in the 
province (see Section 2.3.1). The system that 
administers the Ontario Education Number col-
lects and stores students’ personal information, 
including name, date of birth and gender, address, 
and their educational records. Staff who need to 
work with Ontario Education Numbers are given 
user accounts with access to the Ontario Education 
Number application. However, we found Ontario 
Education Number accounts that exist for users 
who do not need such access. For example, we 
found 14 user accounts still assigned to former 
Toronto Board staff who were no longer employed 
by the Board, two similar cases at the Peel Board 
and two at the Algoma Board.

Of the total 5,229 user accounts with access 
to the Ontario Education Number IT system, we 
found 971 accounts (19%) have never been used. 
This indicates that many authorized users have no 
current need to access the system. We also found 
that accounts of inactive users of the Ministry’s IT 
system are not always being cancelled after they 
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leave their positions at the boards. These accounts 
are accessible on the Internet, which means that 
there is a risk that confidential student information 
may be exposed to the public. 

The Ministry does not have access to the current 
employment status of school board staff and there-
fore is not able to revoke access to the application 
in a timely manner when staff leave their positions 
at the boards. Instead, the Ministry relies on the 
school boards to inform it when their staff no 
longer require access to the application. It is evident 
by the large number of inactive accounts we found 
that some school boards have not been notifying 
the Ministry of personnel changes consistently and 
on a timely basis.

The information stored in the Ontario Educa-
tion Number application is not limited to students 
currently enrolled in schools. It stores the records 
of all students who have graduated from Ontario 
schools since 2003, when the Ontario Education 
Number system became operational. As a result, 
there is an increased risk and potential exposure 
of the personal information of all these people to 
unauthorized users of the system.

RECOMMENDATION 4

In order to ensure that only authorized users 
have access to the Ontario Education Number 
application, we recommend that:

• Ontario’s school boards periodically review 
their lists of users with access to the Ontario 
Education Number application and notify 
the Ministry of Education (Ministry) of any 
changes, so that it can revoke the access of 
unauthorized users; and

• the Ministry track and review unusual 
activity in the Ontario Education 
Number application. 

RESPONSE FROM MINISTRY AND 
SCHOOL BOARDS

The Ministry will continue to review the exist-
ing revocation protocol to monitor and limit 

unnecessary access to the Ontario Education 
Number application.

School boards will review their lists of users 
with access to the Ontario Education Number 
application at least on an annual basis and 
notify the Ministry of any changes, so that it can 
revoke the access of unauthorized users. 

4.2.2 Teachers and Staff Lack Formal 
Training in Protecting Students’ 
Personal Information

All four school boards that we visited indicated that 
they do not generally provide formal training to 
teachers who have access to technology and third-
party websites on IT security or privacy training. 
Similarly, our survey found that most boards across 
the province (74% of respondents) do not provide 
formal training. 

School boards and schools collect personal 
information on their students, teachers and staff, 
including the information included in the Ontario 
Education Number application (for students) and 
social insurance numbers and employment infor-
mation (for teachers and staff). Ontario’s Municipal 
Freedom of Information and Protection of Privacy Act 
requires that the boards and schools protect this 
information. Disclosure of personal information can 
lead to risks to the safety and security of students 
and teachers as well as identity theft. 

Without guidance from the Ministry or training 
by the boards on the appropriate use of approved 
online teaching resources, such as e-textbooks, 
many teachers make individual decisions to use 
online tools, applications and third-party websites 
that are not approved by the boards. Registration 
on these sites can record personal data. Their use 
without proper training therefore increases the risk 
of privacy breaches. 

Due to the challenges with the Ministry’s virtual 
learning environment (see Section 4.6.1), school 
boards are instead using other learning tools in 
their classrooms. Third-party websites, such as 
Edmodo, offer a platform to create homework 
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assignments, schedule quizzes and manage prog-
ress. In May 2017, Edmodo was hacked, leading to 
the exposure of 77 million user accounts around 
the world. Although the jurisdiction that was 
hacked was not revealed due to privacy reasons, we 
noted that schools in the Toronto Board continue to 
use Edmodo.

RECOMMENDATION 5

To safeguard students’ personal information, we 
recommend that the school boards in collabora-
tion with their schools:

• deliver ongoing privacy training to staff who 
have access to personal data; and 

• perform risk assessments and take necessary 
actions associated with using non-approved 
websites or software. 

SCHOOL BOARDS RESPONSE

School boards will conduct a formal assessment 
of training needs for privacy training to staff 
and will perform risk assessments as needed 
to ensure that student data are protected and 
that all staff are aware of safeguarding students’ 
personal information.

4.3 School Boards On Alert For 
Cybersecurity Risks
4.3.1 School Boards Are Vulnerable 
to Cyberattacks

Cybersecurity is the protection of computer sys-
tems and data from theft of, or damage to, their 
hardware, software or electronic data, as well as 
from disruption of the services they provide. It also 
includes protection against the misdirection of data 
to the wrong servers or recipients. The threats can 
be both internal to the schools, posed by students 
seeking to alter their own marks or access and/
or tamper with other students’ data, or external, 
by professional criminals dealing in identity theft, 
for example.

Educating employees through ongoing security 
awareness training is one of the ways to protect 
against cyberattacks. However, we found that 74% 
of the boards that replied to our survey indicated 
that they do not provide formal information secur-
ity awareness training to teachers and staff with 
access to technology. 

As the methods and techniques used by attack-
ers to manipulate school board staff into divulging 
sensitive information become increasingly sophisti-
cated, the importance of providing updated cyber-
security awareness training continues to grow. 

We also noted inconsistencies among school 
boards regarding their cybersecurity policies. Of the 
69 school boards that responded, 41 boards (59%) 
indicated that they do not have a formal cyberse-
curity policy to safeguard sensitive data and assets 
at the board and its schools. We also noted that 19 
school boards have not updated their cybersecurity 
and/or information security policy in more than 
one year. 

4.3.2 School Boards We Visited Lacked 
Data Classification Policy

None of the four school boards we visited has 
formally documented its policy on data classifica-
tion. A data classification policy defines how to 
categorize the information the organization has 
into groups—such as account data, personal data 
or commercially valuable data—according to the 
sensitivity of the data. The classifications are then 
used to apply protection measures to the data based 
on its sensitivity. When an organization lacks a for-
mal and well-documented data classification policy 
that its staff know and understand, staff may not 
handle sensitive information with proper care. 

We found that although school board staff are 
aware of what data is considered sensitive and 
they practise basic data protection principles, they 
may not be applying these practices consistently. 
Of the 69 boards that responded to our survey, 
44 (64%) indicated that they do not have a data 
classification policy.
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RECOMMENDATION 6

In order to mitigate the risks of cyberattacks, we 
recommend that school boards: 

• develop a policy that outlines roles and 
responsibilities in cybersecurity at both the 
board and school levels; and

• provide formal information security includ-
ing cybersecurity awareness training to 
teachers and staff who have access to infor-
mation technology.

SCHOOL BOARDS RESPONSE

An awareness program is a key component of 
the cybersecurity and risk management frame-
work to reduce the school boards’ risks. School 
boards will develop or enhance a cybersecurity 
policy that outlines roles and responsibilities.

School boards will provide formal informa-
tion security and cybersecurity awareness 
training to teachers and staff who have access to 
information technology.

4.3.3 Effectiveness of Cyberbullying 
Programs Unknown; Not Being Tracked

Cyberbullying is a form of bullying or harassment 
that involves the use of communication technolo-
gies such as the Internet, social networking sites, 
websites, email, text messaging and instant mes-
saging to repeatedly intimidate or harass others. 
As required by the Ministry, school boards have 
established policies and guidelines on bullying 
prevention and intervention in accordance with 
amendments to the Education Act in 2012. The four 
boards we visited have all published cyberbullying 
policies and procedures to prevent and intervene in 
cases of bullying. However, school boards and the 
Ministry do not track metrics to measure the effect-
iveness and performance of anti-cyberbullying 
programs. Without appropriate logging and track-
ing, school boards are not able to address the root 
causes of such incidents and reduce the occurrence 
of cyberbullying at schools.

Of the 69 school boards that responded to our 
survey, 31 boards indicated that they do not have 
a cyberbullying incident reporting system, while 
the other 38 boards responded that they have an 
online tool on their website or a reporting tool to 
log incidents. Among these 38 boards, incidents of 
cyberbullying have risen 2% in the past five years. 

School boards and the Ministry also have not 
evaluated whether their prevention strategies 
are effective. School boards conduct cyberbully-
ing awareness campaigns, such as the annual 
prevention week, and many publish materials and 
surveys for staff, students and parents. Neverthe-
less, school-provided equipment, such as laptops, 
tablets and Internet connections, was reported as 
being misused for cyberbullying at 32 boards that 
responded to our survey. Twenty-five other boards 
did not have sufficient data to answer this question. 

In 2012, the Ontario Government enacted the 
Accepting Schools Act, 2012 (Act) to help address 
bullying and cyberbullying in schools. This Act 
created several amendments to the Education Act, 
including the incorporation of cyberbullying into 
the definition of bullying, as well as the require-
ment for school boards to:

• establish and provide annual professional 
development for teachers and other staff 
about bullying prevention and strategies for 
promoting positive school climates;

• provide programs, interventions or other sup-
ports for pupils who have been bullied;

• have a bullying awareness week; and

• have a principal investigate any matter 
related to bullying.

According to a 2014 Statistics Canada study, 
about one in five Canadians aged 15 to 20 years has 
experienced cyberbullying. The study also found a 
significant association between cyberbullying and 
mental health: 41% of young Internet users who 
experienced both cyberbullying and cyberstalking 
reported an emotional, psychological or mental 
health condition, whereas a far smaller percentage, 
14%, of those who had not been cyberbullied or 
cyberstalked reported such a condition.
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RECOMMENDATION 7

To improve the effectiveness of existing cyber-
bullying programs in Ontario schools, we 
recommend that the Ministry of Education track 
and measure the incidence of cyberbullying in 
Ontario schools.

MINISTRY RESPONSE

The Ministry of Education will enhance its 
existing strategies and processes surrounding 
cyberbullying and will monitor, track and report 
incidents in Ontario schools.

RECOMMENDATION 8

To improve the effectiveness of existing cyber-
bullying programs in Ontario schools, we rec-
ommend that school boards:

• monitor school-provided equipment to miti-
gate cyberbullying incidents; and

• formally track, report and review cyberbully-
ing incidents at schools. 

SCHOOL BOARDS RESPONSE

School boards will monitor school-provided 
equipment to mitigate cyberbullying inci-
dents. School boards will develop proced-
ures to formally track, report, and review 
cyberbullying incidents.

4.4 Not All School Boards Tracking 
Inventory of IT Assets 

IT asset management is a process to gather and 
maintain a detailed set of information about assets. 
This process is similar to an enhanced form of 
inventory control that is used to manage an asset 
throughout its life cycle. We found inconsistencies 
between school boards in Ontario generally with 
respect to the tracking process for IT assets. At the 
four school boards that we visited, the Algoma 
Board and Waterloo Catholic Board had inventory 
tracking processes and up-to-date computer inven-

tory listings. However, both the Peel and Toronto 
Boards did not track their IT assets and maintain a 
current and complete inventory listing. 

We tested samples of $10.5 million (10%) of 
total IT purchases ($101.4 million) for the period 
September 2012 to May 2018 and found that the 
audit sample error rate was 3.99% (or $417,000 in 
dollar value). We applied the error rate to the entire 
population and estimated that over $4 million 
worth of IT assets would not be located. In addi-
tion, 48% of procured equipment at the Toronto 
Board—that is, 88 out of 183 samples—lacked 
basic asset tracking attributes such as location and 
purchase date. 

Our survey indicated that 38 of the 69 respond-
ing school boards (55%) did not have an approved 
policy for effective and efficient IT asset life-cycle 
management that: 

• defined their IT assets in scope (that is, inven-
toried the relevant IT assets that they would 
like to keep track of); 

• defined the responsibilities for managing and 
safeguarding the assets; and 

• set up an appropriate disposal pro-
cess (including data wiping of 
sensitive information). 

Beginning with acquisition of an asset, the 
IT asset management process covers the asset’s 
working state, any damage or misuse, theft, 
maintenance and, finally, disposal of the asset. A 
well-functioning IT asset management provides 
information essential in securing IT infrastructure, 
eliminating waste, making the best use of current 
resources and improving efficiency. For instance, it 
tracks the make and model of dedicated firewall/
infrastructure devices in case device specific vulner-
abilities are identified.

RECOMMENDATION 9

In order to maintain the security of information 
technology (IT) assets, and to reduce financial 
losses due to lost or stolen IT assets at school 
boards and schools, we recommend that the 
school boards:
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• develop and implement an IT asset manage-
ment system defining clear roles and respon-
sibilities of the school boards and schools for 
efficient IT asset life-cycle management; and 

• design and implement formal IT asset track-
ing and reporting procedures. 

SCHOOL BOARDS RESPONSE

Two of the four school boards visited currently 
have an IT asset management system and 
subsequent to the audit by the Auditor General, 
one school board initiated a formal IT services 
management project in 2018, which incorpor-
ates asset management. It is expected that 
through this project an effective and efficient 
IT asset management system will be imple-
mented, which will include asset tracking and 
reporting procedures. 

The remaining school board will 
design and implement a board-wide asset 
management system, including roles and 
responsibilities for efficient asset life cycle man-
agement, and implement IT asset tracking and 
reporting procedures. 

4.5 School Boards Have Not 
Formally Identified Key IT Risks

Key IT risks that organizations should be aware 
of include: 

• particular events or circumstances 
that could have harmful effects on the 
organization’s operations; 

• ineffective strategies for responding to threats 
(such as plans to address cybersecurity issues 
and data breaches, and disaster recovery 
plans); and 

• inadequate monitoring IT processes to assess 
whether risk stays within an acceptable level. 

We found that many school boards do not have 
processes in place to identify events or circum-
stances that may negatively affect their operations 
and potentially damage their IT systems. For 
example, among the four boards we visited:

• The Toronto Board does not have a physical 
location to serve as a disaster recovery site for 
its IT systems. 

• The Toronto and Algoma Boards do not have 
a formal IT disaster recovery plan in place. 

• The Waterloo Catholic Board has a disaster 
recovery plan that it has not yet fully tested.

• The Peel Board does not have a disaster recov-
ery or business continuity plan in place.

Fifty school boards of the 69 that responded to 
our survey (72% of respondents) indicated that 
they have no approved disaster recovery plans. At 
these boards, responses show that no approved 
plans, policies, tools and procedures are present 
that enable the recovery or continuation of vital 
technology infrastructure and systems following a 
natural or human-induced disaster. 

Thirty-eight of the school boards (55%) indi-
cated that they do not have an approved backup 
policy that defines roles and responsibilities, 
backup schedules, retention policies, and disposal 
and security policies and practices. 

We also found that the school boards are not 
clear on what mitigation measures they should use 
in what scenarios. Mitigation measures are put in 
place to foresee the kinds of damage that could pot-
entially occur if disaster strikes and to plan for lim-
itation of the damage and recovery. In IT, this could 
involve plans and exercises for recovering data 
when servers are physically destroyed, for example. 

In our survey, we found that 67 of the 69 school 
boards that responded (97%) indicated that they 
had either no formal risk management function 
or only a partial formal risk management function 
in place to manage risks to key IT infrastructure. 
Similarly, 65 school boards (94%) indicated that 
they are not aware of their key IT risks or are still in 
the process of identifying key risks and challenges. 
Only four school boards identified their key IT risks 
and challenges. 

By identifying and proactively addressing risks 
and opportunities, organizations mitigate risk 
and protect their stakeholders; in this case, these 
include school board employees, school staff, stu-
dents, and the province and its population. 
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Sixty-four school boards of the 69 that 
responded to our survey (93%) indicated that 
they do not have an approved business continuity 
plan in place. In addition, 44 school boards (64%) 
indicated they do not have approved service-level 
agreements for delivery of support and service to 
their schools in the event of a disaster. Without 
recognition of threats and key IT risks, and without 
having proactive measures in place in the event of 
a disaster, school boards are unable to ensure that 
personnel and assets would be protected and able 
to function. 

RECOMMENDATION 10

To manage risks to key information technology 
(IT) processes and infrastructure at the school 
boards and in the schools, we recommend that 
the boards develop and test effective disaster 
recovery plans that: 

• define processes for identifying, assess-
ing and managing risks and uncertainties 
resulting from internal and external events 
that could impede the boards’ ability to 
achieve their strategic objectives; 

• train staff in their roles and responsibilities 
in disaster recovery; and

• put in place effective mitigation measures. 

SCHOOL BOARDS RESPONSE

One of the four school boards visited currently 
has a disaster recovery plan in place. The 
remaining three school boards will assess and 
develop a disaster recovery plan, train staff in 
their roles and responsibilities and ensure that 
there are mitigation measures put in place in 
case of a disaster.

RECOMMENDATION 11

To manage risks to key information technology 
(IT) processes and infrastructure at the school 
boards and in the schools, and to help ensure 
that in case of disaster, essential information 
technology (IT) assets continue to function 

so that the boards are able to achieve their 
strategic objectives, we recommend that the 
school boards: 

• develop and put in place effective business 
continuity plans; and

• establish backup policies, including backup 
schedules, retention policies, and disposal 
and security policies and practices.

SCHOOL BOARDS RESPONSE

One of the four school boards visited currently 
has a business continuity plan in place. The 
remaining three school boards will assess 
and develop a business continuity plan to put 
in place. 

School boards will review backup policies, 
including backup schedules, retention policies, 
and disposal and security policies and practices 
to help ensure that in case of disaster, essen-
tial information technology assets continue 
to function.

4.6 Ministry and School Boards 
Not Always Obtaining Value for 
Money on IT Purchases

Based on our samples of IT procurement records 
at the four school boards we visited, we noted that 
overall IT procurement by the school boards was 
in accordance with the Government Procurement 
Directive. However, we found that the four school 
boards were not always obtaining value for money 
with their purchases of hardware and software 
because they were not necessarily being used as 
intended or to their full potential.

4.6.1 Ministry Has Invested in IT 
Software That May Not Meet Classroom 
Teaching Needs

The Ministry has spent more than $18.6 million 
on virtual learning environment (VLE) software 
(explained in Section 2.3.3) in the past five years, 
which it provides for free to the school boards. VLE 
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provides a variety of online tools that help with, 
for example, communication, assessment, student 
tracking, and course management. 

Based on feedback we collected from the school 
boards we visited, as well as our survey results, 
we noted that respondents indicated that the 
classroom management software is difficult to use, 
is missing useful functions, and it does not com-
pletely meet classroom teacher needs. For example, 
according to board staff feedback, VLE:

• lacks the ability to perform administrative 
tasks such as preparing report cards and 
recording and analyzing attendance; 

• has limited data-analysis capabilities; and 

• is not user friendly. 
Figure 3 shows that the Ministry’s forecast for 

student VLE user logins versus the actual student 
VLE user logins in all schools in Ontario’s school 
boards has been about 90% for the last five years.

However, in our survey, we asked about the fre-
quency of VLE use in the classroom, and 18 of the 
school boards that responded (26% of respondents) 
reported that their schools rarely used VLE in 
their classrooms. 

Staff at the school boards we visited, and at 
the boards we surveyed, also noted that they have 
received limited training from the Ministry on VLE.

4.6.2 School Boards Are Purchasing Their 
Own Classroom Software Instead of Using 
Free Ministry-Provided VLE

We found that due to the challenges with virtual 
learning environment (VLE) software (discussed in 
Section 4.6.1), school boards are purchasing other 
learning tools in their classrooms. 

For example, the Algoma Board spent an addi-
tional $57,500 over two years to purchase Edsby to 
use as its classroom management software instead 
of VLE, which it gets for free from the Ministry. 
Edsby provides additional features for analysis of 
student attendance and report cards. 

Similarly, our survey indicated that in 2017/18 
the York Region District School Board spent 
$375,000, and the Greater Essex County District 
School Board spent $180,000 in operational costs 
to maintain their versions of Edsby. 

Based on our survey, we noted that up to 60 
school boards of the 69 that responded said they 
are using learning management software in addi-
tion to VLE; their combined operational costs each 
year amounted to over $1.5 million. The audit 
interviews and survey we conducted also revealed 
dissatisfaction with VLE.

On account of this dissatisfaction with VLE and 
the resulting purchases of other classroom manage-
ment software, there is no standard tool or set of 
practices across all school boards in Ontario. School 
boards are using a range of products that include 
Google Classroom, Microsoft Office 365, Edsby, 
Edmodo, SeeSaw, Shobie and Moodle. 

Figure 3: Actual Student User Logins vs Forecast Student User Logins in Virtual Learning Environment (VLE) 
System, 2012/13–2016/17
Source of data: Ministry of Education

Actual vs Forecast
Actual VLE Forecast VLE  VLE Student

School Year Student User Logins Student User Logins User Logins (%)
2012/13 154,324 170,628 90

2013/14 278,488 313,342 89

2014/15 421,783 474,488 89

2015/16 477,233 527,587 90

2016/17 540,036 609,425 89
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4.6.3 Toronto District School Board Did Not 
Track Training of Teachers to Use Classroom 
Technology Equipment 

We found that IT software and equipment are 
underused at the schools in the Toronto Board. We 
noted that teachers in this board are not always 
being given sufficient training in the requirements 
of the classroom IT environment and that the board 
does not provide formal technology training to 
its teachers.

Smartboards purchased by the Toronto Board 
are one example. A smartboard is an interactive 
touch screen connected to a computer that allows 
users to project an image. Users interact with the 
boards similarly to tablets, by writing on the images 
or moving them around with their fingers. Special 
pens come with a smartboard for writing in dif-
ferent colours. Smartboards let students interact, 
collaborate and share their work. Anything written 
on the board can be saved or printed out. 

On our visits to the Toronto Board we found that 
the Board purchased 2,710 smartboards between 
2013 and 2018 at a cost of about $9.7 million. We 
noted that it purchased these smartboards without 
a formal business case or plan for their use. The cost 
of a smartboard and its software can range from 
$1,200 to $4,200. Some teachers who had not been 
trained to use their smartboards were using them 
as projection screens; this could be accomplished, 
however, with a regular $200 vinyl screen. 

RECOMMENDATION 12

In order to ensure a good return on investment 
in all classroom equipment and student learning 
software, we recommend:

• school boards ensure that teachers and staff 
receive necessary training in the use of the 
technology already purchased and on all 
future purchases of technology on a timely 
basis; and 

• the Ministry of Education and school boards 
perform a cost-benefit analysis of the need 
for and use of equipment and software 

that can take the form of a business case 
before purchase. 

RESPONSE FROM MINISTRY AND 
SCHOOL BOARDS 

When technology is purchased for use, the 
Ministry and school boards will provide the 
necessary training to prepare teachers and staff 
to utilize the equipment efficiently. 

The Ministry will continue to prepare busi-
ness cases prior to procurements and school 
boards will perform a formal cost/benefit analy-
sis prior to all classroom equipment and student 
learning software purchases. 

4.7 Ministry and School Boards 
May Not Be Obtaining Full 
Value for Money for Student 
Information Systems
4.7.1 School Boards and Ministry Have 
Not Explored Cost Saving Opportunities of 
Centralized Student Information System

We found that there is no single common central-
ized student information system at the provincial 
level. Such a centralized system could potentially 
bring cost savings to the boards through economies 
of scale if all school boards used one system man-
aged by the Ministry. However, we noted that the 
Ministry and boards have not formally assessed 
whether there are potential overlaps, cost saving 
opportunities and inefficiencies in the submission 
of student information.

The student information system (discussed 
in Section 2.3.2) is used to register students in 
courses; document grading, transcripts, results of 
student tests and other assessment scores; build 
student schedules; track student attendance; and 
manage many other student-related data needs in 
a school. With the exception of a small number of 
small school boards and the francophone boards, 
almost all school boards are individually investing 
in resources such as system applications, licences, 
consultants, maintenance and equipment. 
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The yearly operational and maintenance costs 
for their student information systems at the four 
school boards we visited were $710,000 (Toronto 
Board); $89,910 (Algoma Board); $98,000 (Wat-
erloo Catholic Board); and up to $1.5 million 
(Peel Board).

In our survey, 69 school boards reported 
spending a total of over $13.1 million per year in 
operational costs to maintain their student informa-
tion systems for data reporting. At the same time, 
the Ministry spent $1.7 million in operational costs 
in the 2017/18 school year to maintain its Ontario 
School Information System (OnSIS) (described in 
Section 2.3.1). All 72 school boards use OnSIS to 
submit data to the Ministry that they have collected 
on their student information systems.

We also found that school boards follow differ-
ent methods to report student data to the Ministry. 
For example, the Toronto Board has a central 
repository that its schools send their data to and 
then the Board submits the data to the Ministry’s 
OnSIS. Smaller school boards allow each school to 
manage the submission process. In such cases, the 
school may enter the data directly into OnSIS. 

In contrast, British Columbia implemented a 
centrally managed electronic student information 
system in 2005. The B.C. system has the benefits 
of using a single student record, even for students 
who transfer to another school or board and a 
centralized system to save on operational costs and 
bring efficiencies to the data reporting process. The 
Province and the school districts share the system’s 
operating costs. Each board pays approximately $10 
per student per year, for a total of $5.8 million, and 
the education ministry pays $6 million (based on 
the monthly enrolments). A governance structure 
approves and prioritizes changes to the application. 

RECOMMENDATION 13

To eliminate duplication, save on costs and 
realize potential efficiencies in collecting and 
submitting student data, we recommend that 
the Ministry of Education, in collaboration with 
the school boards, investigate implementing a 

shared centrally managed student information 
system and determine whether such a system 
will achieve these aims. 

RESPONSE FROM MINISTRY AND 
SCHOOL BOARDS

The Ministry welcomes this recommendation 
and has been working with school boards to 
explore options for a standardized approach to 
the student management system. 

The Ministry will continue to engage rep-
resentatives from school boards to collaborate 
to look for more efficiencies in technology and 
processes for collecting and submitting student 
data, including conducting and reporting on the 
results of adopting and shared systems.

4.7.2 Staff Report That Data Reporting 
Process Is Difficult and Inefficient 

The effort required to submit data for one reporting 
period to the Ministry’s Ontario School Information 
System (OnSIS) (described in Section 2.3.1) can 
be onerous for school boards. We noted that lack of 
data validation and lack of clarity in business rules 
(that is, controls to ensure accuracy of data) con-
tribute to the inefficiencies in the reporting process. 

Submissions fall under three reporting periods 
ending October 31, March 31 and June 30 every 
year. A study on the student information work 
flow process conducted in 2017 by a committee 
of the Ontario Association of School Business 
Officials estimated that school boards spent an 
average of 116 days in finalizing the October 31 
data submission.

Student information systems at school boards 
and schools (discussed in Section 4.7.1) are 
supported by three main vendors: Trillium, 
PowerSchool and Maplewood. These vendors 
are responsible for incorporating new or revised 
business rules provided by the Ministry into the 
student information systems. The school boards are 
responsible for ensuring that the business rules are 
updated in a timely manner. However, we found 
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that school boards and schools are often not aware 
of these changes to business rules until after they 
have submitted their data to the Ministry.

In the Ministry’s OnSIS, business rules that 
ensure accuracy of data are enforced at two desig-
nated points in time: 

• Upon entry of data, rules relating to the 
immediate area of the data entry are 
enforced, preventing further entry until 
errors are corrected (for example, date for-
mat, required fields).

• At sign-off, rules relating to the entire sub-
mission are enforced, possibly preventing 
completion of the data submission. 

School board staff who are involved in submit-
ting data to the Ministry indicated to us that error 
messages provided by the Ministry’s OnSIS system 
are not clear and often do not provide enough 
information to identify and resolve the problems. 
As a result, board staff contact the Ministry mul-
tiple times to fix the errors before making their final 
data submission. 

This results in inefficiencies, as much time and 
effort are needed to understand what is expected by 
the Ministry’s system and to investigate the errors. 
Time and effort are also needed to understand what 
kind of data the individual board student informa-
tion systems expect. The submission process there-
fore requires repeated communication between 
school staff, board staff, the system vendor and 
Ministry staff to clarify system expectations and 
understand how to resolve problems.

We interviewed staff at the four school boards 
we visited regarding the main challenges they face 
in the data reporting process. These boards and the 
rest of the 69 school boards that responded to our 
survey made the following comments on OnSIS 
data reporting:

• During peak times, OnSIS response is often 
delayed due to technical difficulties.

• Communication from the OnSIS help desk 
regarding technical difficulties is often 
delayed or non-existent.

• New data requirements do not have enough 
lead time.

• Error information is limited, so that resolving 
problems takes a long time.

• The OnSIS system has a slow response time.

• The process has a complex interface; it is 
overly complicated and manually intensive.

• There is a lack of formal training materials.
Fifty-five of the 69 school boards that responded 

to our survey (80%) mentioned that the training 
provided by the Ministry on OnSIS data submission 
and reporting is not sufficient.

RECOMMENDATION 14

To improve the data reporting process for 
student information, we recommend that the 
Ministry of Education, in collaboration with the 
school boards:

• improve the student information workflow 
with a focus on streamlining processes and 
providing clear information regarding errors 
and how to resolve them; 

• establish key performance indicators and 
monitor the time required for boards to sign 
off on OnSIS submissions and the quality of 
signed-off data; and

• improve the training provided on OnSIS 
submission and reporting.

MINISTRY RESPONSE

The Ministry will continue to engage with 
representatives from school boards to look for 
efficiencies for data workflow and provide clear 
information regarding system error and how to 
troubleshoot them. 

The Ministry will establish key performance 
indicators and monitor the time required for 
boards to sign off on OnSIS submissions and the 
quality of signed-off data. 

The Ministry is making ongoing enhance-
ment to its quality assurance process and will 
update existing training and user guides.
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Appendix 2: Audit Criteria
Prepared by the Office of the Auditor General of Ontario

1. IT governance and accountability structures should be in place to help school boards and schools plan for economical 
delivery of IT functions, in accordance with legislative, contractual and program requirements. 

2. The delivery of IT services is timely and effective. Performance measures and targets should be established and monitored 
for IT services against actual results, to ensure the intended outcomes are achieved and corrective actions are taken on a 
timely basis when issues are identified. 

3. Appropriate procedures, controls and processes are in place to prevent and detect security attacks, threats, weaknesses 
and vulnerabilities, and assess their impact on schools and school board security. 

4. Confidential information is managed in accordance with privacy legislation and principles. 

5. IT systems allow student information, and financial and human resource data to be reported accurately and on a 
timely basis.
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Appendix 3: IT Survey Aggregate Results on Key Audit Criteria
Prepared by the Office of the Auditor General of Ontario

Key Audit Criteria Yes No In Progress
An assessment has been performed to evaluate students’ need for classroom technology 40 13 16

An approved IT asset management policy exists 44 10 15

An approved cybersecurity/information security policy exists 28 41 n/a 

School boards perform cybersecurity risk assessments on a regular basis 31 38 n/a 

School board provide formal IT security awareness and data privacy training to all staff who 
use technology at board level and in schools 

18 51 n/a 

School boards formally keep a record of cybersecurity incidents that occurred at the school 
board and in schools

25 44 n/a 

Cyberbullying incidents are being recorded in an incident reporting system 38 31 n/a 

An enterprise risk management function exists 2 37 30

Approved data classification policy or guidelines exist 25 44 n/a 

School boards have an approved business continuity plan (BCP) 5 31 33

School boards have an approved disaster recovery (DR) plan 19 18 32

School boards have an approved data backup policy 35 19 15

School boards have an approved service level agreement (SLA) and/or key performance 
indicators (KPIs) for support and service delivery to schools

25 44 n/a 

School boards frequently use VLE (virtual learning environment) in classrooms 51 18 n/a 

Note: All results in this figure are out of 69. We surveyed all 72 school boards in Ontario; 69 school boards responded to the survey.
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